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*interface GigabitEthernet0/1
* no ip unreachables



1SS S g, ICMP Time Exceeded Las ¢lyso 558> 31U

* ip access-list extended BLOCK TRACEROUTE

* deny icmp any any time-exceeded

* permit ip any any

o

*interface GigabitEthernet0/1

* |p access-group BLOCK TRACEROUTE in
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2 10.1.1.1 10ms 11 ms 10 ms
Lomad ) g e
1Request timed out.

2 10.1.1.1 10ms 11 ms 10 ms
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& Oyg ol &S Jw o mbime ShOW interface status L show run g
ol heeld bpduguard Lk

S okl el jees 4l g 2L
ygwd ®
* show interfaces status err-disabled
s errdisable s ax bl 4 s, g 2948 odse yguis ®
1%0
*show errdisable recovery
dlo Jlad e &Gyg 0dil el yg)l pgaS 4o ®
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* show logging | include BPDU-Guard
o5l gy Oygr 9 63,5 JeeX Oy g9y Mo BPDU-Guard oS sue 48> SV
.03/5

9 N ®
 show interfaces status err-disabled

* A
. M * ‘ M ¢
[ ]
*e *0 ** ¢

*Port Name Status Reason
*Gil/0/5 err-disabled bpduguard
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*test cable-diagnostics tdr interface gigl/0/24



*show cable-diagnostics tdr interface gigl/0/24

<9, iImpedance mismatch 4 Js dboy LS Job paso®
lewaPair C

WS 0 OlB gy (SO AY o)l (gi 4 b el LIS LS



a8 55 B (guans dl> o

LS Sie Qg Oad g atd ) (o0 03l SPAN 4pe
*monitor session 1 source interface gigl/0/24
monitor session 1 destination interface gig1/0/1

Wireshark. b JSddat Qlid 4y 443 alia 5 aala &) e
Cus )Y (S 4 Anae S8l i aaas a2y 4l Voo (A ge



5) MAC Table o zigw 93,5 o (o9e o5 MAC dbad jn®

.);u..a ﬂ USh
MAC Secure + Storm Control oslewl @ J> ol,®
* interface gigl/0/24
* switchport port-security
e switchport port-security maximum 2
e switchport port-security violation restrict
* storm-control broadcast level 0.10

e storm-control multicast level 0.10
* storm-control action trap

Ol Gygalse Vo ®
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ping 10.3.3.25 source 192.168.33.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos...

Success rate is 0 percent (0/5)
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*show run interface GigabitEthernetO/1
* ip address 192.168.33.1 255.255.255.0

* ip access-group KILL-SWITCH in
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*show access-lists KILL-SWITCH

 Extended IP access list KILL-SWITCH
e 10denyip 192.168.33.0 0.0.0.255 any
* 20 permit ip any any



sequence L (i o laa>d drop cel «5) ACL S Gls ols 4®
oS 5k

*ip access-list extended KILL-SWITCH
* no 10
* 5 permitip 192.168.33.0 0.0.0.255 any
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sequence L 4 . g,(Standard/extended) ,lse,les WACL cs @ °
3,5 Copde 385 NUMber

b o lalmatch Jol tasps larule cs5 @ @

.‘_5)‘.3 Lisw] a8 o514l deny )’1 J.._e permit Ao @ ©

Lo S Mol Seu i b (g5l NaMed ACL & jgods 9) WACL 0y, @ ®
JeolS s
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* show access-lists KILL-SWITCH

* Extended IP access list KILL-SWITCH
* S5permitip 192.168.33.0 0.0.0.255 any
* 20 permitip any any

Ay g @

* ping 10.3.3.25 source 192.168.33.1
* Success rate is 100 percent (5/5)
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* user password
* enable password
* enable secret

* line password

D9 48)S )8 4 WlgS vy j ygied Busbo | Skl ®

* Router(config)# security passwords min-length length

Al 393 po codi 48,5 a5 > jgtwd cpl > aS (g)lade 5 S b b (60)qms w2 g Ial jetwd ol 8g
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* Router(config)# login delay <seconds>
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* Router(config)# login block-for seconds attempts tries within seconds
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* Router(config)# access-list 10 permit host 172.26.150.206
* Router(config)# login block-for 100 attempts 15 within 100
* Router(config)# login quiet-mode access-class 10
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* Router (config) #login block-for 30 attempts 5 within 10

Boot 18 5,5 5w

o5 Jlg o YU jgwd jleslaal b1y 38b00t L1 ¢ oSl Olipss cutel (0 VL cas ®

* Router(config)#secure boot-image

QIWQ S LY uw doul

* Router(config)#tsecure boot-config
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 # show interfaces | include collision
bl yho 4 SE L e LWL Hlade plas e
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ygid 5l e ol (o 10 ®
* Show interface serial 0/0
° L
* Show interface gig 0/0

oS (e 0
* 5 minute input rate 45 mbps

* 5 minute output rate 20 mbps
Cowl 04 odlawl 1o yd ¥ a5l Ve - &Juﬁfb;"
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*5 minute input rate 350000 sec
350 mbps s *
*350/1000 *100 = 35%
Cowl 0ai edliw] S cud )b Lo D YO Jx ®

* Show interface summary
* Show processes cpu sorted

Slgy (o3le yut baulpd )3 gugw b g,y &5 Jos cpl ) 2V 5 ST (ooloiuiy lado ®
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* Routing Protocol ) .OSPF, BGP, EIGRP)

e STP

* HSRP/VRRP

* SNMP

* Syslog

* SSH

* NetFlow

* Control Plane Processing
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245 dwPacket Drop ¢
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